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Executive Summary 

About this paper 

 This white paper provides Northstream’s perspectives about User Data Management (UDM) in the digital 

consumer service business. 

 The paper is targeted at technical and marketing staff at online service providers (OSPs), telecom 

operators and other companies looking to improve services and financial performance through UDM-

related measures. 

 

Highlights 

 Subscriber data and billing capabilities are key assets for mobile operators. Recently though, OSPs have 

launched their own communication and content services, using operators as access providers. This fuels 

the competition for customer ownership and raises the urgency for operators to efficiently manage and 

monetize user data and related network capabilities. 

 All consumer service providers can seize UDM opportunities in three areas: 1. Internal efficiencies (e.g. 

reduction of UDM infrastructure capex and opex), 2. Consumer proposition (e.g. better data accessibility, 

more channels or federated services), and 3. B2B offering, monetizing data and network APIs towards 

third parties. 

 Service providers should define the scope of UDM for their business and make UDM part of their 

strategic objectives across the company, including IT and marketing departments. This should cover both 

the consumer business (B2C) and the proposition to other businesses (B2B). 

 Despite the competition in the consumer business, telecom operators and OSPs can benefit from each 

other through the mutual offering of mobility and payment features, aggregated user data, web service 

experience, brands or retail infrastructure. 

  

Source: Northstream
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User Data Management: From a Necessity to a 

Differentiator 

Remember the days before “Web 2.0”? Web 

pages were static, personalization was 

cumbersome, and services such as web mail, e-

commerce or media downloads were slow and 

poor in features. Since then, interactivity and 

communication has become the name of the 

online game, driven by web companies that have 

vastly improved the relevance, user-friendliness 

and connectivity of digital consumer services. 

User Data Management – abbreviated UDM – is 

a key enabler of such innovation. UDM is an 

umbrella term describing the creation, storage, 

processing and delivery of digital user data such 

as access credentials, identities, attributes, 

content and digital rights.  

Based on the network infrastructure managing 

user data, companies can establish UDM 

capabilities: These capabilities allow analyzing 

and processing of user data, providing APIs for 

sharing and exchanging data with third parties, or 

giving end users control of their data and 

services. Many companies and organizations 

around the globe have reasons to acquire and 

utilize UDM capabilities e.g. for competitive, legal 

or supervisory reasons, or indeed as a key aspect 

of their business model. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Some of these stakeholders are of particular 

importance with regards to consumer services: 

 Online service providers (OSPs) offering 

services such as VoIP, messaging, 

navigation or media downloads using web 

server infrastructure or peer-to-peer services 

 Mobile network operators (MNOs) selling 

communication and data access, as well as 

value-added consumer services 

 Specialist UDM providers, offering consumer 

services with a UDM-centric proposition such 

as social networking, online directories, data 

backup or secure authentication. 

Serving more than 4.3bn users worldwide,
1
 

mobile operators remain the largest players in the 

consumer service business when it comes to the 

number of user identities managed. But OSPs 

have gained a foothold in mobile communication 

and content services, in an effort to improve 

revenues and establish new business models.  

 

 

 

 

Figure 1: UDM Stakeholders and Examples of Their Activities 

1
 Source: GSM Association 
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Already today, seven of the world’s top OSPs 

manage over 1.7bn user accounts; increasingly 

used over mobile phones:
2
 

 Apple iTunes, the USA’s largest music 

retailer, has sold over 8.5bn songs worldwide 

since its launch in 2003  

 By the end of 2009, Amazon.com is expected 

to have sold 1.5m “Kindle” wireless e-book 

readers  

 Skype handled over 8% of the world’s 

international phone calls in 2008.
3
 

Figure 2 illustrates this trend by showing selected 

mobile devices associated with OSP services: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Average revenues per user (ARPU) of online 

services are generally far lower than in the 

telecommunications business, but that does not 

necessarily mean lower profitability - many OSPs 

reach profitability levels comparable to mobile 

operators. Apart from low cost for networks, 

service delivery and sales, efficient UDM that 

scales is one of the reasons behind their success. 

This scale is enabled by factors such as global 

reach, central management of user identities and 

user data; customer self-service, and sharing of 

user data and applications with partners. Already 

today, UDM is a key element of many online 

companies’ service strategies. 

 

 

 

 

 

Northstream believes that both OSPs and 

telecom operators will increasingly utilize UDM as 

a means to improve their performance in the 

digital consumer service business - the right 

strategy can significantly contribute to KPIs such 

as customer reach, ARPU, churn and profitability. 

A New Age of Competition in the Digital 

Service Space 

Digital services are gaining independence from 

the access layer – a phenomenon that began in 

the fixed-line internet in the 1990s as start-ups 

outpaced access providers in service innovation, 

usability and business models. Similar things are 

now happening in the mobile world as OSPs 

provide mobile consumer services without direct 

operator involvement.  

However, the fixed-line internet providers 

experienced this at a time when organic growth 

was high and competition was restricted to 

players from the same industry. 
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2
 Covered OSPs: Amazon.com, Apple, Facebook,  
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3
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Today’s mobile operators are in a different 

situation: They face ARPU pressure and must 

balance opportunities and risks arising from 

OSPs entering their core business. Operators can 

benefit from OSPs launching payment and 

mobility features, but they need to avoid a 

scenario where their customer data loses value 

as consumers increasingly buy services from 

other companies. 

Northstream sees the following factors driving this 

new competition between operators and OSPs: 

 Take-up of mobile broadband devices and 

subscriptions: In addition to laptops and 

netbooks used as communication devices, 

the success of web-centric smartphones and 

associated mobile data plans supports OSPs 

providing mobile services 

 Application and content ecosystem: 

Developers and OSPs must be able to reach 

mobile users easily and with attractive 

conditions, in a way that scales nationally 

and even internationally beyond the 

customer base of a single operator: For 

example, this scale can be achieved through 

device vendor-driven application stores with 

developer-friendly processes and business 

models. In some cases (Google, Microsoft or 

Apple) the OS vendor and app store provider 

may be the same company. 

 Mobile data wholesale: Mobile operators 

increasingly offer wholesale data, allowing 

OSPs to provide connected devices such as 

e-books, messaging devices, picture frames 

or medical equipment. Internet connectivity is 

part of the customer proposition, linked to the 

device as a “lifetime subscription” or a 

monthly fee. 

The importance of UDM grows with the number of 

users served by digital service providers, and the 

interfaces available between these providers’ 

infrastructure. No matter if services are offered by 

OSPs or mobile operators, new types of 

requirements must be considered for the UDM 

infrastructure, for example:  

 Service delivery to different types of end user 

platforms: Smartphones, connected portable 

devices, television sets, game consoles etc. 

 New business models and charging 

methods: Free services enabled by 

interactive advertising or subscription 

bundles; “freemium” or paid services charged 

through m-payments, service subscriptions 

or new approaches such as “life time 

connectivity” included in the device price  

 Federating user data and UDM capabilities 

with other service providers, advertisers, 

governmental institutions, and end users. 

According to Northstream’s analysis, UDM 

strategies and UDM capabilities are competitive 

differentiators that are often underestimated by 

service providers, especially in the wireless 

industry. Since many years, mobile operators 

have gathered and managed user data but 

placed limited emphasis on efficiency 

improvements and monetization in the UDM 

space. 

Today though, all service providers deal with 

increasing amounts of user data, operate under 

high competitive pressure and face growing 

customer expectations in areas such as service 

experience, privacy protection or data 

accessibility.  

These factors suggest that both mobile operators 

and OSPs must increasingly look at user data 

management as an area with potential for cost 

savings, revenue growth and higher customer 

retention. A multi-billion dollar market is at stake 

in the contest for consumers’ trust, user data and 

share of wallet. 

UDM ï an Area with Unexploited Potential  

The potential of UDM in an infrastructure context 

is not yet fully appreciated: So far, UDM has been 

a vaguely and inconsistently defined area, and 

many companies are unsure how user data and 

UDM capabilities can be translated into 

improvements of financial KPIs. 

This uncertainty can be resolved by first defining 

the areas of UDM that are relevant for digital 

service providers. Looking at the infrastructure 

used for service delivery, we have identified four 

so-called UDM domains: User Databases, Portal 

and Application Servers, Personal Content and 

Public Directories. 

Figure 3 explains the scope of consumer service 

UDM through a simplified overview of the UDM 

domains from a service provider viewpoint.  
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Each of these UDM domains holds possibilities 

for service providers to improve their service 

offering and profitability, as well as combinational 

opportunities, for example: 

 Modernized UDM architecture: Mobile 

operator opex can be lowered by cutting 

infrastructure layers and deploying more 

cost-efficient user databases and service 

platforms 

 Mobility and payment features: Consumer 

services can be enhanced and charged for 

through mobile-centric features such as 

device management, mobile payments or 

location information 

 Access profitability: Access providers can 

use policy management in order to control 

bandwidth and service access based on user 

and traffic data 

 Federation of services and user data: 

Service providers can increase the 

attractiveness of their offering and the value 

of their accounts through federation with 

other companies  

 Cloud-centric service offering: Using a 

web-based approach, digital services can be 

delivered through various channels: personal 

contacts, media files, preferred locations, 

digital rights or customer self-service  

 Improved service discovery: Interfaces can 

be provided to facilitate the provisioning of 

user data for public directories, and the 

accessibility of directories for end users 

Such UDM-centric measures can lead to 

significant improvements of service provider KPIs, 

some of which may not even be in place at 

service providers yet: 

 Cost of end user activation 

 Service revenues per end user channel 

 Churn management 

 Share of revenues generated with wholesale 

or 3
rd

 Party API sales 

 Share of customers using online self service 

 Share of revenues made with wholesale or 

third party API sales 

 Service accessibility through public 

directories 

 

 

 

Figure 3: Four Domains of Consumer User Data Management 

Source: Northstream
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Already today, defining and executing UDM 

strategies internally and together with partners 

can be a key a competitive differentiator for 

service providers. Figure 4 illustrates the above-

mentioned UDM measures in the context of the 

four UDM domains. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

These potential measures show how UDM can 

impact the whole service provider organization: It 

is a topic that affects not only the CTO office but 

also IT and marketing departments, as the need 

to better administer and exploit user data 

becomes more urgent.  

Operators vs. OSPs ï Competition or Co-

operation?  

The previous chapters showed two sides of the 

UDM business: On one hand, enhanced digital 

consumer services provided by OSPs, mobile 

operators and other players. On the other hand, 

the potential of UDM with regards to improved 

infrastructure efficiency internally, and 

monetizing UDM capabilities towards other 

companies in a B2B fashion. 

The latter aspect deserves a closer look: 

According to our analysis, many service 

providers are unsure about the UDM 

capabilities they possess, and whether and how 

they could monetize them towards other 

companies. 

Figure 5 below provides a simplified view of this 

business environment with the three main 

stakeholders and their potential offering of UDM 

capabilities. This includes vendors of handsets 

and smartphone operating systems as these 

companies are increasingly active in the 

consumer service business, and control key 

assets for mobile service delivery. 

 

 

 

 

 

 

 

 

 

Figure 4: Increasing Revenues and Lowering Cost through UDM Measures 

Source: Northstream
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From the viewpoint of mobile operators, it is 

important to realize that their competitors in the 

service business will be looking for co-operation 

in the B2B segment: For example, OSPs can 

benefit from APIs providing capabilities such as 

online charging, user location or device 

information. 

UDM co-operations in this nascent B2B area 

can improve service quality, enable new billing 

channels or open up new ways of selling and 

service delivery, e.g. using physical retail 

channels, mobile portals or IPTV infrastructure. 

Such activities support each party’s ambitions 

to tap new revenues and test business models: 

For telecom operators, the key change is to 

establish UDM as a generator of B2B revenues. 

In the consumer space, operators can benefit 

from the large OSPs’ brand appeal and 

consumer pull through co-marketing. For OSPs, 

working with operators and device vendors 

enables them to reduce their dependency on 

advertising revenues and increase their reach 

to mobile users. 

In their quest to better monetize user data, all 

service providers must make certain trade-offs. 

This involves considerations about topics like: 

 Service innovation vs. protection of user 

data and privacy 

 

 Striking the right balance between paid-for 

and free services  

 Partnering with other service providers 

while avoiding exposure to competition 

 Balance infrastructure investments 

between B2B and B2C offering 

 Differentiation vs. standardization of 

network and device APIs 

 Connecting new users and devices while 

reducing cost per addition 

Understanding the trends and uncertainties that 

shape the market for digital consumer services is 

vital no matter if service providers are telecom-

centric or web-centric. According to our analysis, 

uncertainties include the consumer willingness to 

pay for digital services, and the service providers’ 

level of involvement in service delivery.  

Telecom operators, OSPs and other UDM 

stakeholders need to refine and drive their UDM 

strategies, keeping in mind the market trends and 

uncertainties indicated in this paper. If well 

executed, users will enjoy a growing choice of 

mobile web services providing wide data sharing 

and efficient privacy protection, also spurring 

additional usage and revenues to service 

providers at potentially greater profits.  

Figure 5: UDM Stakeholders and their B2B Offering in the UDM Business 
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Northstream ï Strategy and Sourcing 

Founded in 1998, Northstream is a management 

consulting firm providing business and technology 

advice to the global telecom and media 

industries.  We help our clients through 

independent and tailor-made analyses, advice, 

problem-solving and support. Our work is based 

on a well-balanced combination of innovation, 

industry best practices and in-house 

methodologies.  

 

 

Clients across the world include mobile operators, 

network and device suppliers, application 

providers, investment banks, regulators and 

industry fora. 

Contact us to learn more about how we can work 

together to ensure your success in the digital 

service business. 
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